CSCl 415 Fall 2009 Dr. Nazli Hardy

Lab 7: PGP
Due: 11/4/09 in class

Pretty Good Privacy (PGP was initially created to encrypt individual messages — but now it is so
much more, including protecting or shredding stored data. There are commercial and freeware
versions of PGP, with the latter having less functionality.

The commercial version of PGP supports both symmetric encryption and PKI; it also creates
message digests using hashing algorithms.

Algorithms supported by PGP Sample

Symmetric key AES, IDEA, TripleDES, Twofish
PKI RSA

Hashing SHA-1, MD5

Objectives of the Lab: to gain a working understanding of PGP and PKI

Important: Although the instructions are quite thorough, this lab does take some time to
complete properly. It may require a degree of trial and error and thought. Please be sure to start
early so that you can play around with the tools. In fact, the lab requires you to familiarize
yourself enough to do the last parts on your own.

1. Start up your VM

2. Click on the link below for the trial version page of PGP at
http://www.pgp.com/downloads/desktoptrial/desktoptrial2.html

3. Read the page and then Accept the License Agreement

£y

PGP Software License Agreement

BY CLICKING THE ACCEPT BUTTOMN OR DOWNMNLOADING THE SOFTWAR
CORP'S ACCEPTANCE AND FULFILLMENT OF YOUR ORDER ARE EXFRE
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, YOU MUST CLICK
AGREEMENT AND YOU MAY NOT DOWMNLOAD, INSTALL, OR USE THE 30

CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT ("AGREEMENT
INCLUDING ANY UFPDATES AND UPGRADES (EACH DEFINED BELOW) PI
ACCOMPANYING DOCUMENTATION (THE *“DOCUMENTATION"). *PGP CO
INSTALLING OR USING THE SOFTWARE ON HIS OR HER OWN BEHALF;
ORGANIZATION, SUCH AS AN EMPLOYER, “YOU™ MEANS THE ORGANIZA
PERSOM INSTALLING OR USING THE S0FTWARE REFPRESEMNTS THAT F

¥OU HEREBY EXPRESSLY COMSENT TO PGP CORP'S PROCESSING OF
PGP CORF OR ITS DISTRIBUTORS) ACCORDING TO PGP CORP'S CURE v
£ >

| have read and agree to the above PGP Software License Agreement.

Note: The version you are downloading is valid for only 30 days — after that you will only be able
to decrypt email messages, but not encrypt any new ones. But remember there are versions that
are completely free (though with limited functionality) that are available to you as scholars.
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4. You will need to provide your name/ alias and a proper email address.

Home * Products = PGP Desktop Trial License

PGP Desktop Trial License

Please complete the information below, then click on the download button matching your
05 platform choice

First Name® Last Name™

| |
Title Telephone*
| | | |
Company Address 1*

| |
Address 2 City*

| | |
State PostaliZip Code™
|Sded & State v‘ | |
Country*
|Se4ect a Country w

Download information will be sent to your email address:
Email Address* Confirm Email Address*

Which PGP Deskiop product do you currently use? | —select one—

What feature of PGP Desktop interests you most? | —select one—
What is the size of your organization? | —select one—
Estimated users in organization using encryption? | —select one—

What is your primary motivation for using PGP Desktop?® | -gslect one—

What email client do you primarily use? | —select one—

5. PGP will email you a personalized link for the actual PGP download.

.
Products | Purchase | Dewsloads | Support | Partners | Newsroom | Compary | Cawers | Contact

Customer and Order Information Helpful Links
* Mg to download
and ingtall PGP
Cedarii o020 Fullflled cn October 27, 2009, Sresbiile
Purchased by Purchased through " and n.h"ll [T
Nz Moll 5 l:l‘:‘ilm.p for Mag
nagiumoliah@millersylie.cdy
- the Eagic
Millarsyille University
m:vm, !;v.“;:': T Deskion 9.
unvied States Eth:.Lu "
Droduc

& cusornar Sen
and Technical
Product et

1 sest of PGP Daskiop Corporate 9.12 for Windows

B dewsinss O - 30-Day Trial How to
KU QUADITAL License Your
Product

License Kiry: DEHAD-Q4WHA-VD 1 44- Y1 GMN-0EPGE

Evaluation License NGTE: I you have
purchased multale
seats, you will need

6. Your email will contain a .pdf file that contains your License Number, amongst other
things. Make note of this number since you will need it soon.

7. Carry out the installation process

8. You will need to restart your machine (VM)
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9. Enable PGP

Enabling PGP

»| =P [lasktop

If you do not intend to use PGP From this account, it is not necessary to complete the
configuration wizard, If you change your mind later, just run the PGP Deskiop application.

Enable User Do you wank to enable PGP to be available from this account?
Licensing
New User
Key Generation @ Yes
Global ctory
Messaging O No
Additional Features

< Back " Mext = I[ Cancel ll Help

Licensing Assistant: Enable Licensed Functionalit:
®|c|P lasktop d Y

The license number that enables the functionality of PGP Desktop will be linked to

the name, organization, and email address entered here. IF wou have previously
used your license number, make sure to enter the same information as before.

Enable User

Licensing

New User

Key Generation

Global Directory

Messaging

Additional Features

Mame:  MazMoll

Organization:  Millerswille University

Email Address:  MNazli Mollah@Millersville.edu

Confirm Emall Address:  Mazli Mallah@Millersville edu

< Back H Next = I[ Cancel ] [ Help

10. At this point you will be asked to enter your license number — go ahead.

11. Identify yourself as a new user

User Type
PGP
DESka This assistant will help you configure PGP and initialize your keys,

Enable User Please selact ane.
Licensing
New User T am a new user,

() I have used PGP before and I have existing keys,

Key Generation
Global Directory
Messaging
Additional Features

= Back |l Mext = I[ Cancel ] [ Help
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12. Click on “Next” or “Skip”

PGP Key Generation Assistant

This assistant will help you generate a new PGP key, A key is required by each
participant in the secured email loop, Using a key will also provide the highest level of
convenience when creating PGP Archives and PGP Disks,

IF wou would like more information on what a key is and how PGP warks, choose the
New User
. . PGP Deskbop Help menu,
Key Generation
Introduction I you use a hardware token please insert it now. Your token information wil display
below,
1
Global Directory
Messaging
ional Features
D Generate Key on Token:

Choose Mext to continue, or Skip ko jump to the next section

Skip

‘ < Back. ‘I Mext = I[ Cancel ][ Help

13. Enter your information again

PGP Setup Assistant

Name and Email Assignment
” & P | [askto

P Every key pair must have & name associsted with b, The name and email address et
your correspondents know that the public key they are using belongs to you,

Enable User
Licensing Fulame: Naz Mol

New User
Primary Emai:  Nazii Mollah@Hillersville edu More >

Messaging
nal Features

Click Advanced for more key settings.

[ <Back [ mex= | [ camal | [ hep

14. Enter your passphrase — you can choose to either show your keystroke or hide your
typing. Remember it! (Yours truly forgot hers and had to start all over again!)

Create Passphrase

‘four private ke will be protected by a passphrase. It is important to keep your
passphrase secret and do not write it down,

‘four passphrase should be at least & characters long and should contain
non-alphabetic characters,

Enter Passphrase: Show Keystrokes

Global Directory
Messaging
ional Features

Re-enter Passphrase:

Passphrase Qualty: | IO s |

< Back |l Mext = I[ Cancel ] [ Help
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15. Congrats! — But keep going

Key Generation Progress

Some of the Following skeps may require several minutes to complete,

Key generation steps:

Generating Ke:
New t v e

Key Generation v Generating Subkey(s)

‘Gluhal Directory
Messaging
onal Features Congratulations

‘¥ou have successfully generated a PGP keypair which will allow you to receive secure
messages and sign documents,

Click Mext ko add your new keypair ko your keyring and continue.

< Back |l Mext = I[ Cancel ] [ Help

16. Publish your public key to the PGP Global Directory

PGP Global Directory Assistant

The PGP Global Directory wverifies, stores, and distributes public keys, By verifying the
key corresponding to each email address, the Global Directory gives assurance that a
key is owned by the email address on the key, This allows others to verify signatures
from that key and encrypt messages to it

This assistant helps yvou publish your public key to the PGP Global Directory,

IF wou are not yet sure if you want ko submit your key to the Global Directory, wou
can always do it later by selecting the 'Publish to Global Directory' menu item,

| < Back |l Mext = I[ Cancel ] [ Help
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Enable User

Key Generation
Global Directory

Additional Features

Fall 2009

Progress

The publishing process involves updating your key and submitting it to the Global
Directary server,

-_—

Successfully uploaded key(s) to keyserver.pgp.com

< Back |l Mext = I[ Cancel ] [ Help

»|5|P [lasktop

Enable User
Licensing
New User

Messaging

Po
Additional Features

PGP Messaging: Introduction

PGP Deskbop integrates seamlessly into your messaging. PGP automatically detects
and configures itself to secure the wast majority of email accounts and servers.
SMTP, POP, IMAP, Exchange Server, and Lotus Motes access are proxied by PGP,

PaP also encrypts ACLE Instant Messenger™ instant messages between you and
other PGP users,

[] sutamatically detect my email accounts

[ ] Automatically encrypt AGLE Instant Messenger™ communications

<Back || Mexts | [ cancel | [ Hep

Note: you will need to restart your vm soon to be able to use PGP.

Dr. Nazli Hardy
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£ Internet
l Internet Explorer

) E-mail
Flicrosoft Office Outlook

0 FrontMotion Firefox
0 Fromthlotion Firefosx

p
“B, Remote Desktop Connection

o_§| Mlicrosoft Office PovwerPoint 2003

@”}y Backup and Restore Center

Eclipse
E PGP Desktop Connect Ta

a)—‘»—. Adobe Acrobat 8 Pro Contral Panel

? Irvisible Secrets 2,1 Default Pro

* Trwvisiblelnk

»  AllPrograms

Iotant Comerh

17. Click on Start and then PGP Desktop

18. Shred a file (you may have to create one that you don’t want to see ever again)

[= PGP Desktop - All Keys =R EER (|

File Edit Yiew Tools Keys Help

<\, Search for Keys &3 Sync Keys Findk:

[x) "
| Shred Files

FL) MewPGPZip %4 Verity PGP Zip

PGP Keys

Mame Ernail Werified

(A My Private Keys 73, Maz Mall Mazli.Mollsh®hillersville,edu
-\, PGP Global Directary Yerification Key

2, Search for Keys

{# Email this Key

m

g

[0 -

Lkey(s) selected
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19. Search for your classmates public keys

File Edit “iew Tools EKeys Help

F. NewPGPZip 7 Verify PGP Zip Find:

m Shred Files

§| Q‘ Search for Keys

e Al Keys .
A My Private Keys earch  everywhere
(_)\ for keys that meet of the following conditions

l\:%\ Search for Keys r‘::;) Sync Keys

[Name - ] ’contains - ] PMall

8 Ernail this Recipient =

o ek [Email '] [contains v] il

mail this Key

& Add to My Keyring MNarme Ermail \erified
a -

of Save this KeySearch . Nate Schrnoll mel@nateschmol.l.com. Q

€§ Maz Mall MNazli.Mollah@Millersville.edu (7]

| [8F~

Found 2 key(s) matching search criteria,

20. Play around . Click on “All Keys” and “My Private Keys” on the left bar

21. You can email your public key to anyone

Edit

Wiew Insert Format Tools  Actions He

PGP Desktop - All Keys
File

Edit AWiew Tools Keys Hj

Fi NewPGPZip T Verify P

Q& PGP Keys v

% Subject: PGP Public Key
i My Private Keys Attach. .. | m Maz Moll. asc (6 KB)

Q\ Search far Keys
Attached is a PGP Public Key. Import this key
into| your copy of PGP to exchange encrypted and
i Email this Key signed email. If you do nat have PGP, please

visit htp A pop.corm for your own copy.




CSCl 415 Fall 2009 Dr. Nazli Hardy

Some additional steps

22. Check your email for this message and complete the verification key

® @ ® Global Directo

G Verify Your Key

A PGP public key containing the email address nazli. mollah@millersville.edu has been submitted to the
PGP Global Directory.

@ Complete the Verification Process

Towverify this key submission, please visit the PGP Global Directory by clicking the button above. You will
have the opportunity to review the details of the submitted key to ensure that it is your key, and then choose to
accept or deny it.

If you did not submit this key or do not want this key in the PGP Global Directory, you may delete this
message and take no further action. The key will be automatically deleted within 14 days and you will not
receive any further email.

Thank you for your interest in the PGP Global Directory.
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= )]

EE&E Global Directory

Verified Key Service Homa Help

Email Address Confirmed

(e, Your email address has been verified, and the key you submitted is now available
\_,g/ in the directory.

i

II..I

Your correspondents may find your key by searching on this website, or by adding
this directory (keyserver2.pgp.com) to their list of directories.

To ensure that your PGP software trusts keys verified by this directory, you must
download and trust this directory's Verification Key.

) Download the Verification Key

After downloading, import the Verification Key into your PGP software. Then, sign
the key with your key and mark it as Trusted. Please see the documentation for
your PGP software for specific instructions on trusting a key.

(n ]

EE&E Global Directory

Verified Kay Service Homea Help

Publish Your PGP Public Key

e

f\\ s Upload your key to the PGP Global Directory - Verified Key Senvice by
% e either browsing to a file on your computer or pasting a key block.
Upload Key File

Ckeysenver2 pgp.comGlobalDir

(CAkey=\mypublickey asc)

| Key Block | | cancel | | Upload |

23. In order to send/receive encrypted email to/from your friends’ search for their email
addresses here: https://keyserver2.pgp.com/vkd/GetWelcomeScreen.event

10
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EEE’ Global Directory o

Verified Key Service Home Help

@ Search For Keys
LS | Search

Enter a name, email address, or key ID advanced

The PGP Global Directory iz a free 2ervice de=igned to make it eagier to find and
tru=t the univerze of PGP keys. Publizh yvour key today and allow others to start

zending you 2ecure email.

(\'5'\} Publish Your Key {Ex Remove Your Key
L’]—_r Upload your PGP public }U Remove your key from
key to make it the =earchable directory.
=zearchable by the PGP
community.

EEE Global Directory

Verified Key Service Home

MD% of Dovenloadkey. event from keysercerd pgp.com Com.., | o || E

File Dewnload [E5m]

Do you want to open or save this file?

A |

el

:"1; Mame: keylxGD24333227FCF164.asc
ﬁl:"l_ﬁi.l Type: PGP Armored File

m From: keyserver2.pgp.com
]

Open ] [ Save ] [ Cancel ]

Dr. Nazli Hardy

Help

I iy | YWhile files from the [ntermet can be useful, zome files can potentially
Terms anks 9
=

- zave thiz file. What's the rizk?

harm pour computer. If you do not trugt the source, do not open or L-edback

11
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EEE Global Directory

Search Results

Verified Key Service

Tt
Homa

Dr. Nazli Hardy

T

Mame

Qg) Select kewis)

Select the key(s) you would like bo import ko your keyring:

W =z hdall

Ermail

Mazli. Mallah@kAillersville.edu

X3

Werified

Select All ] [ Unselect Al ] [ Import

J {

Cancel

-

12



CSCl 415 Fall 2009

23. Send an email to your designated friend

24. Click on the PGP icon on the bottom right hand corner
25. There are a few was to carry out the next step — but most of you will be able to use the

“Current Window” and “Encrypt & Sign”

Dr. Nazli Hardy

1Ll Ta,, |Nazli Hardy

ILﬂCc... |

Subject: | cscit1s

{ % Attach a5 Adobe PDF !
S =4 4 o5 [ | Times NewRaman -+ 12

I=
4
--}
ey
=

(il
111
111

Nazli Hardy, MBA, Ph.D.

Department of Computer Science

Millersville University, Millersville, PA 17551, LISA
Mazli. Hardyigmillersyille.edu

Tel: ¥17-872-3666

Faw T17-B72-3148

hitnuies millersyille. eduifainhardyy

"Live as ifyou were to die tormarrow. Learn as if you were to live forever,
"Be the change youwantto see in the world.”
- Mahatma

m

EEE’

Exit PGP Services

About PGP Desktop
Check for Updates..,
Help

Decrypt & Werify
Encrypt & Sign
Sign

Encrypt

Options..,

Wiewe Motifier

View PGP Log

Open PGP Desktop

Clear Caches
Unmmount PGP YWirtual Disks

Curren

]

Clipboard >

13
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26. Add your recipients (try to figure this out ...)

(39 cseidls - Message

¢ File Edit \View Insert Format Tools Table Window Help
ficazend | )+ (3 8, )4 0 8| ¥ | (S 1) Options.. + | HTML

=EIEE]

Type a question for help - X

L Ta... |Naz|\ Hardy ;

(Ll ce... |

Subject: | csci415

E 7
— & pep Desktop - Key Selection Dialog

Drag users from this list to the Recipients list

Werified

Size

Recipients

Verified

Size

Secure Wiewer
[] Corventional Encryption

m

Dr. Nazli Hardy

27. At this point you will see this pop-up window or or you may need to re-enter your passphrase
depending on much time has elapsed

(2 cscidls - Message
i file Edit View Insert Format Tools Table Window Help

Send | ) - |28 |4 ¢ §|¥|(S|[)Options.. - | HTML

===

Type a question for help - x

(il o | azli Hardy ;

Clee. | |
Subject; | csc1S |

i T Attach as Adobe PDF !

P 4| 4 o | TimesNewRoman - 13 -
L8P A

.| PGP Desktop - Enter Passphrase

Mazli Hard| signing key :
Departrment
Millersville Naz Moll <Nazli Mollsh@Hillersville edus  [RS4/2048)
Mazli Hardy
Tel: 717-87
Fax 717-87|

bt il The passphrase of the currently selected key has been cached.

“Live as ify
“Be the chal
- Mahatma

mn

14
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PGP Desktop - Enter Passphrase @
Signing key
Haz Moll <M azli Mollahi@billersvile edus  [RS5A4/2048] -
Show Keyvstrokes [

Enter passphrase for above key:

ok ] I Zancel

15



CSCl 415 Fall 2009 Dr. Nazli Hardy

At this point you should be able to figure out how to do the following:

= send an encrypted message to your designated friend in class — his/her email address
and public key should be in the PGP global directory

= have someone in class send you an encrypted message using your email address/public
key from the PGP global directory

= decrypt this email sent to you

Please spend a few hours over the week to find your way through PGP.
What to hand in
Print a screen shots of the
a. encrypted email you have received (please include the address of the sender and the

time it was sent). Paste onto a Word document (with you name, class, professor, date)

b. decrypted version of the email message (for which you used your private key)

16



